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Research Summary

In the past years, the world has witnessed a steady increase in
the misuse of scientific progress, by launching cyber—attacks to achieve
various purposes, these purposes may be criminal, carried out by
individuals to obtain money or information, and may be military, political
or economic, originating from related parties. In a country, with the
intention, for example, to exercise some form of coercion on the target
country, destroy a vital facility in it, or seize military or industrial secrets
in it, thus affecting its capabilities. Dealing with these hypotheses varies
from case to case.

If the cyber—attack results in immediate material or human
damage to the targeted facility, then this attack can establish the target
state’s claim that it has been attacked, and that it has the right to self-
defense by using various means, including military force, in accordance
with Article 51 of the Charter United nations. The occurrence of a cyber
attack, for example, in a natural gas production plant or an oil refinery,
and resulting in destruction and human losses in the targeted facility as
a result of the cyber—attack carried out by parties linked to another

country, justifies the target country’s claim of being deliberately attacked
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by that country. The mere loss of sensitive data, or the facility stopping
working for a certain time, or the theft of military or industrial secrets, or
the absence of tangible physical damage does not amount to classifying
the attack as entering the concept of force. Similarly, in the event that
the physical destruction of the facility is delayed from the time of the
cyber attack, in a way that is explained by the absence of immediacy or
causality between the occurrence of the cyber attack and the occurrence
of the destructive effects of the targeted facility, then this attack cannot
be classified as a type of use of force. Its occurrence due to the attack
carried out by parties linked to a state is considered acceptable criteria
by a number of international legal scholars in classifying a cyber attack
as a type of force in accordance with the text of Article 4/2 of the
Charter of the United Nations .

Therefore, we discussed in this study by shedding light on the
mechanism of countermeasures and the extent of their legitimacy in the
face of hostile cyber—attacks in public international law, which does not
amount to the classification of the attack as an intervention in the
concept of force. These measures are enshrined in international law for
the injured state in the face of the state responsible for committing an

international wrongful act.
Opening words :
Countermeasures —Cyber attacks - Injured state — Wrongful act —

Exemption from International Responsibility
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