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Brian T. Yeh, OP. CIT. page: 6.
Economic Espionage and Trade Secret Theft: Are Our Laws Adequate for Today’s
Threats? Hearings before the Senate Judiciary Commission Subcommittee. On Crime
and Terrorism, 113th Cong. 2d Session. (2014) (statement of Randall C. Coleman,
Assistant Director, Counterintelligence Division, and FBI).
https://www.judiciary.senate.gov/hearings/watch?hearingid=344BFF76-5056-A032-
5262-3AE3264B9968
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Spencer Simon : " The Economic Espionage Act of 1996 ' published in Berkeley
Technology Law Journal , January 1998 , Volume 13 , pages : ( 305 - 319 ), p :309
https://scholarship.law.berkeley.edu/cgi/viewcontent.cgi?article=1174&context=btlj
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Economic Espionage Act Cases " UNITED STATES ATTORNEYS' BULLETIN " United
States Department of Justice, Executive Office for, United States Attorneys
Washington, DC 20530 ' November 2009, Volume 57, page : 4 .
https://www.justice.gov/sites/default/files /usao/legacy/2009/12/10/usab5705.pdf
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PUBLIC LAW 114-153—MAY 11, 2016, DEFEND TRADE SECRETS ACT OF 2016,
114th Congress.
https://www.congress.gov/114/plaws/publ153/PLAW-114publ153.pdf
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Spencer Simon: “ The Economic Espionage Act of 1996” OP. CIT., p: 308.
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H. Marshall Jarrett , Director, EOUSA , Cameron G. Chandler Director, OLE and etc. :
" Prosecuting Intellectual Property Crimes ' Fourth Edition , Published by Office of
Legal Education , Executive Office for , United States Attorneys 2013 , p:156.
https://www.justice.gov/sites/default/files /criminalccips/legacy/2015/03/26/prosecutin
g_ip_crimes_manual_2013.pdf

"This publication is the fourth edition of the “Prosecuting Intellectual Property
Crimes” Manual and provides significant updates to the comprehensive 2006 edition.
It examines in depth all areas of prosecuting intellectual property crimes and
incorporates a number of recent changes to the case law, statutes, and sentencing
guidelines. " .
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Thierry Olivier Desmet : ' THE ECONOMIC ESPIONAGE ACT OF 1996: ARE WE
FINALLY TAKING CORPORATE SPIES SERIOUSLY ? ' , published in HOUSTON
JOURNAL OF INTERNATIONAL LAW , VOL 22, 1999 , pages : (93 - 123 ), p :105 .
http://www.hjil.org/articles/hjil-22-1-desmet.pdf
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Kevin Di Gregory, Becky Walker: " TRADE SECRETS AND THE FEDERAL CRIMINAL
LANDSCAPE: THE ECONOMIC ESPIONAGE ACT OF 1996, OP. CIT., P: 6.

United States v. Yang, 281 F.3d 534, 543 (6th Cir. 2002). “The purpose of the EEA
was to provide a comprehensive tool for law enforcement personnel to use to fight
theft of trade secrets “.
https://www.leagle.com/decision/2002815281f3d5341760
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See : “CRIMINAL LAW — ECONOMIC ESPIONAGE — NINTH CIRCUIT UPHOLDS
FIRST TRIAL CONVICTION UNDER § 1831 OF THE ECONOMIC ESPIONAGE ACT OF
1996. — United States v. Chung, 659 F.3d 815 (9th Cir. 2011), cert. denied, No. 11-
1141, 2012 WL 929750 (U.S. Apr. 16, 2012). HARVARD LAW REVIEW, RECENT
CASES 2012, [Vol. 125:2177], p: 2177.
https://harvardlawreview.org/wpcontent/uploads/pdfs/vol125_united_states_v_chung.

pdf

See : Kevin Di Gregory, Becky Walker: ' TRADE SECRETS AND THE FEDERAL
CRIMINAL LANDSCAPE: THE ECONOMIC ESPIONAGE ACT OF 1996 ' January 22,
2009. OP. CIT., P: 2.
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H. Marshall Jarrett, Director, EOUSA, Cameron G. Chandler Director, OLE and etc,
OP. CIT., P: 156.
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Christopher S. Merriam : " Addressing Sentencing Issues in Trade Secret and
Economic Espionage Cases ' UNITED STATES ATTORNEYS' BULLETIN " United States
Department of Justice , Executive Office for , United States Attorneys Washington,
DC 20530 " November 2009 , Volume 57 , Number 5 , page : 68.
https://www.justice.gov/sites/default/files /usao/legacy/2009/12/10/usab5705.pdf
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UNITED STATES v. HANJUAN JIN No. 12-3013, September 26, 2013.
United States Court of Appeals, Seventh Circuit.
https://caselaw.findlaw.com/us—7th—circuit/1645240.html
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United States v. Cotton, Case No. CR S-(08-0042-EJG (E.D. Cal. Feb. 29, 2008) .’
trade secret plea agreement factual basis noting that the military applications of these
technologies include enhancing navigation and guidance capabilities, radar jamming,
electronic countermeasures, and the ability to locate and pin—point enemy signals
during warfare " .

s alid glay kil (%)
Mark L. Krotoski: “Common Issues and Challenges in Prosecuting Trade Secret and

Economic Espionage Act Cases” OP. CIT., P: 2.
Rockwell Graphic Sys., Inc. v. DEV Indus., Inc., 925 F.2d 174, 180 (7th Cir. 1991)
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“ Trade secret protection is an important part of intellectual property, a form of
property that is of growing importance to the competitiveness of American industry
and that the future of the nation depends in no small part on the efficiency of
industry, and the efficiency of industry depends in no small part on the protection of
intellectual property “.
OP. CIT., P: 4. Mark L. Krotoski, pelid olay kil (')
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H. Marshall Jarrett, Director, EOUSA, Cameron G. Chandler Director, OLE and etc. ,
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The EEA became law in October 1996 against a backdrop of increasing threats to

corporate security and a rising tide of international and domestic economic
espionage. The end of the Cold War sent government spies scurrying to the private
sector to perform illicit work for businesses and corporations, S.Rep. No. 104-359,
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John Cannan ,0OP. CIT., P: 365.
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Kevin Di Gregory, Becky Walker: ' TRADE SECRETS AND THE FEDERAL CRIMINAL
LANDSCAPE: THE ECONOMIC ESPIONAGE ACT OF 1996 ' January 22, 2009, OP.
CIT.,P:6.
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Allyson A. McKenzie: ' COMMENT ON UNITED STATES v. KAI-LO HSU AN
EXAMINATION OF THE CONFIDENTIALITY PROVISION IN THE ECONOMIC
ESPIONAGE ACT: IS IT SUITABLE TO MAINTAIN THE USE AND EFFECTIVENESS OF
THE EEA?” published in ' DELAWARE JOURNAL OF CORPORATE LAW ', VOL 25,
2000 , pages : (309 -332),p: 309 .
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See : 18 U.S. Code § 1832.Theft of trade secrets :

(Added Pub. L. 104-294, title 1, §101 (a), Oct. 11, 1996, 110 Stat. 3489;

amended Pub. L. 112-236, § 2, Dec. 28, 2012, 126 Stat. 1627; Pub. L. 114-153, § 3

(@) (1), May 11, 2016, 130 Stat. 382.)

https://www.law.cornell.edu/uscode/text/18/1832

Charles Doyle: " Stealing Trade Secrets and Economic Espionage: An Overview of the

Economic Espionage Act " Congressional Research Service, August 19, 2016,

page:7.

https://fas.org/sgp/crs/secrecy/R42681 .pdf
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Stampede Tool Warehouse, Inc. v. May, 651 N.E.2d 209, 217 (lll. App. Ct. 1995),
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United States v. Chung, United States Court of Appeals, Ninth Circuit, No. 10-50074.
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Mark L. Krotoski, OP. CIT., P: 5.
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Brian T. Yeh, OP. CIT., P: 3
See : 'United States v. Dubilier Condenser Corp., 289 U.S. 178, 186 (1933) '
explaining that rather than seek patent protection, an inventor may keep his invention
secret and reap its fruits indefinitely " .
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H. Marshall Jarrett, Director, EOUSA, Cameron G. Chandler Director, OLE and etc,
OP. CIT., p: 186-187 .
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H. Marshall Jarrett, Director, EOUSA, Cameron G. Chandler Director, OLE and etc,
OP. CIT., p: 188-189 .
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H. Marshall Jarrett, Director, EOUSA, Cameron G. Chandler Director, OLE and etc,
OP. CIT., p: 164-165 .
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H. Marshall Jarrett, Director, EOUSA, Cameron G. Chandler Director, OLE and etc,
OP. CIT., p: 166.
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Weins v. Sporleder, 569 N.W.2d 16, 20- 21 (S.D. 1997) .
https://caselaw.findlaw.com/sd-supreme—court/1261579.html
" holding formula of cattle feed product was not a trade secret because the
ingredients could be determined through chemical or microscopic analysis in four or
five days, at most, and for about $27 ' .

ally olag (')
H. Marshall Jarrett, Director, EOUSA, Cameron G. Chandler Director, OLE and etc,
OP. CIT., p: 198.
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H. Marshall Jarrett, Director, EOUSA, Cameron G. Chandler Director, OLE and etc,
OP. CIT., p: 176.
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United States v. Pemberton, 904 F.2d 515, 517 (9th Cir. 1990) .
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United States v. Inigo, 925 F.2d 641, 653-54 (3d Cir. 1991) .
" rejecting defendant’s argument that the victim should not have feared economic loss
because, he possessed less than five percent of the confidential documents on a
subject, and court holding that “ what matters is how important the documents had

were to the defendant , not their number ' . https://casetext.com/case/us—-v-inigo
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Brian T. Yeh , OP.,CIT., , page :4.
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H. Marshall Jarrett, Director, EOUSA, Cameron G. Chandler Director, OLE and etc,
OP. CIT., p: 195.
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See : scharmer v. Carrollton Mfg. Co., 525 F.2d 95, 99 (6th Cir. 1975)
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H. Marshall Jarrett, Director, EOUSA, Cameron G. Chandler Director, OLE and etc,
OP. CIT., p: 195.

See : Compuware Corp. v. Serena Software Intern., Inc., 77 F. Supp. 2d 816 (E.D.
Mich. 1999) .

" holding that material could continue to be a trade secret even after its owner
submitted it to the Copyright Office without redaction , because the owner had taken
other steps to keep it secret and there was no evidence that it had become known
outside the owner’s business " .

https://law.justia.com/cases/federal/district courts/FSupp2/77/816/2308637/
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Michael D.scott : " trade secret law " Scott on Information Technology Law , chapter
6 , third edition , wolters kluwer 2018 , p : (6-71).
https://books.google.com.eg/books?isbn=0735565244
"APPROACHES TO THE PROTECTION OF TRADE SECRETS 'ENQUIRIES INTO
INTELLECTUAL PROPERTY'S ECONOMIC IMPACT © OECD 2015 , pages ( 127- 172)
, page :139.
https://www.oecd.org/sti/ieconomy/Chapter3—-KBC2-IP.pdf
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ConFold Pac., Inc. v. Polaris Indus., 433 F.3d 952, 959 (7th Cir. 2006) ( it is
perfectly lawful to ‘steal’ a firm’s trade secret by reverse engineering) .
https://caselaw.findlaw.com/us—7th—circuit/1096251 .html
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Thomas Dougherty: ' Common Defenses in Theft of Trade Secret Cases “UNITED
STATES ATTORNEYS' BULLETIN” OP., CIT, page: 31.
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Alcatel USA, Inc. v. DGI Technologies, Inc. 166 F.3d 772, 798 (5th Cir. 1999)
(holding that a competitor could not assert reverse engineering defense after it had
first unlawfully obtained a copy of the software and then used the copy to reverse
engineer) .
https://casetext.com/case/alcatel-usa—-inc-v-dgi—-technologies—-inc
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Pioneer Hi-Bred v. Holden Foundation Seeds 35F.3d 1226, 1244 (8th Cir. 1994)
(stating the fact that one could have obtained a trade secret lawfully is not a defense
if one does not actually use proper means to acquire the information ) .

https://casetext.com/case/pioneer-hi-bred-v-holden—foundation-seeds

Debra L. Blair: " Intellectual Property Protection and Its Impact on the U.S. Seed
Industry ' DRAKE JOURNAL OF AGRICULTURAL LAW 1999 , vol 4 , pages : ( 297-
331) , page :308-309.
http://www.nationalaglawcenter.org/wp-
content/uploads/assets/bibarticles/blair_intellectual.pdf
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Telerate Systems, Inc. v. Caro, 689 F. Supp. 221 (S.D.N.Y. 1988) .
" the proper focus of inquiry is not whether an alleged trade secret can be deduced by
reverse engineering, but rather, whether improper means are required to access it ' .
https://law.justia.com/cases/federal/district-courts /[FSupp/689/221/1890855/
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United States v. Martin, 228 F.3d 1, 11 (1st Cir. 2000).
the EEA “was not designed to punish competition, even when such competition relies
on the know-how of former employees of a direct competitor. It was, however,
designed to prevent those employees (and their future employers) from taking
advantage of confidential information gained, discovered, copied, or taken while
employed elsewhere.”

https://casetext.com/case/us-v-martin—155
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Thomas Dougherty ,OP., CIT., , page : 27.
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United States v. Shiah, No. SA CR 06-92 (C.D. Cal. Feb.19, 2008) .
" Congress did not intend to stifle creativity or prevent all information obtained in one
job from being used in the next job " .
https://court.cacd.uscourts.gov/cacd/recentpubop.nsf/0/37d207fcb9587a30882573f4
00620823 /$FILE/SACR06-92DOC.pdf
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" APPROACHES TO THE PROTECTION OF TRADE SECRETS '
ENQUIRIES INTO INTELLECTUAL PROPERTY'S ECONOMIC IMPACT © OECD 2015 ,
pages ( 127- 172 ), page : 131 .
https://www.oecd.org/sti/ieconomy/Chapter3-KBC2-IP.pdf

Dr. Frangois Dessemontet: 'Protection of Trade Secrets and Confidential Information "
, page :8 .
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Terry Sanks ' How Has the Defend Trade Secrets Act Fared Two Years After
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See : USDOJ Manual at IV.B.5.b. p. 155.
" The government also need not prove that the employee acted out of malice or evil
intent . Rather, the government need show ' merely that the actor knew or was aware
to a practical certainty that his conduct would cause some disadvantage to the
rightful owner." H.R. Rep. No. 104-788, at 11-12 (1996), reprinted in 1996
USCC.A.N. 4021, 4030. See also USDOJ Manual at IV.B.5.b. p. 157.
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==360 Mortg. Grp., LLC v. Homebridge Fin. Servs., Inc., A-14-CA-00847-SS, 2016
WL 900577 (W.D. Tex. 2016) .
https://casetext.com/case/360-mortg-grp—lic-v—homebridge—fin—servs—-inc
" Defendants argue the Broker List is not a protected trade secret under Texas law,
because (1) it provides no independent economic value, (2) it consists of publicly
available information and therefore is readily ascertainable, and (3) it was not
protected by reasonable efforts ' .
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H. Marshall Jarrett , Director, EOUSA , Cameron G. Chandler Director, OLE andetc.,
OP., CIT. , p:167.
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United States v. Chung, 633 F. Supp. 2d 1134 (C.D. Cal. 2009) .

https://www.courtlistener.com/opinion/2516068/united—states—v—chung/?
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See : 18 U.S. Code § 1832.Theft of trade secrets :
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united states V. Berrigan

Lo lld bl (pag ccle il Bae S3a¥) o liail) \ide 2y5) S8 50l o0 o) e
united states v. iuzd 3 oY) sasial LYl 8 Al GG syall 4

Ay silisp Qi e e Jlie aysi 8 popdill agid) culd cus ) Everett

(Added Pub. L. 104-294, title I, §101(a), Oct. 11, 1996, 110 Stat. 3489;
amended Pub. L. 112-236, § 2, Dec. 28, 2012, 126 Stat. 1627; Pub. L. 114-153,
§ 3(a)(1), May 11, 2016, 130 Stat. 382.)
https://www.law.cornell.edu/uscode/text/18/1832
See : Thierry Olivier Desmet , OP. CIT. , p :107
ally olag ()

See : Charles Doyle , OP. CIT. , page :8
This section “does not require the government to prove malice or evil intent, but
merely that the actor knew or was aware to a practical certainty that his conduct
would cause some disadvantage to the rightful owner”.
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See :United States v. Berrigan, 482 F.2d 171, 188 (3d Cir.1973).
https://casetext.com/case/united-states—v-berrigan
See : H. Marshall Jarrett , Director, EOUSA , Cameron G. Chandler Director, OLE and
etc., OP., CIT. , p:189.
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United States v. Everett,700 F.2d 900, 908 (3d Cir.1983).

https://casetext.com/case/united-states-v-everett-6
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H. Marshall Jarrett , Director, EOUSA , Cameron G. Chandler Director, OLE and etc.,
OP., CIT., p:164.

United States v. Hsu, 155 F.3d 189 (3rd Cir. 1998) Dt ol kil (Y)
https://caselaw.findlaw.com /us-3rd—circuit/1371987.html
See : Thomas Dougherty OP. CIT. , page :30 . Pt olay il (v)

See : Allyson A. McKenzie : ' COMMENT UNITED STATES v. KAI-LO HSU AN
EXAMINATION OF THE CONFIDENTIALITY PROVISION IN THE ECONOMIC
ESPIONAGE ACT: IS IT SUITABLE TO MAINTAIN THE USE AND EFFECTIVENESS OF
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Glleal)l Jde Jgmsll Ggagiall 2w Eus Bristol myers squibb gand L) delia
aSya anaiil (gl (Taxol amsy Ol slias Slie aialy Lalad) gally caulluly
(yfp) yuen s 4S5 mllal @lld IS5 Aulall Lala Lplad b 454855 <ysiels Bristol
Glaglaall 35ty Jolil Japws Hsu agiall OS5 sl (A 2a53 45,30 o35 foong paper
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THE EEA ? ' DELAWARE JOURNAL OF CORPORATE LAW 2000 , Vol. 25 , pages :
(309 - 332), page : 311 .

st olay il (9)
See : 18 U.S. Code § 1835.0rders to preserve confidentiality :
(https://www.law.cornell.edu/uscode/text/18/1835

sl olay ki (Y)
Brian L. Levine & Timothy C. Flowers OP. CIT. , page : 477 .
See : United States v. Hsu, 155 F.3d 189 (3rd Cir. 1998)
" The court held that legal impossibility is not a viable defense to the crime of
attempted theft of trade secrets under the EEA '
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See : United States v. Hsu, 155 F.3d 189 (3rd Cir. 1998)
" it ordered the government to divulge the alleged trade secrets, because it found that
the existence of a trade secret is an essential element of the crime of the theft of
trade secrets, and that the existence of a trade secret in that prosecution is “a
question of fact which the defendants have the right to have a jury decide " .
See : Allyson A. McKenzie , OP. CIT. , p : 325 .
See : Rochelle Cooper, OP. CIT. , p: 22 .

Dl olay kil (1)
See : Robin L. Kuntz : ' How Not to Catch a Thief : Why the Economic Espionage Act
Fails to Protect American Trade Secrets ' Berkeley Technology Law Journal 2013 ,
Volume, pages : ( 901- 933 ), p : 901.
https://scholarship.law.berkeley.edu/cgi/viewcontent.cgi?article=1995&context=btlj
See : Michael T. Clark, Economic Espionage: The Role of the United States
Intelligence Community, 3 J.INTLLEGALSTUD. 253,254 (1997) .
See : Thierry Olivier Desmet OP. CIT. , p :115 .
See : Allyson A. McKenzie,OP. CIT. , p : 309 .
United States v. Yang, 281 F.3d 534 (6th Cir. 2002) . Pt olay il (1)
https://casetext.com/case/us-v-yang-22
" the court held that because legal impossibility is not a defense to the charge of
conspiracy to steal trade secrets, the government was not required to prove that the

information the defendants conspired to steal was in fact a trade secret ' .

Yo



A Eaal)
) Ay o alaBY) ] eyl g ginall oS,
S gAY A A el

sl G oaylell Aplaill hul) afuy @alai®Y) euadll daa
de g liall aadlly O sl g ) 2 liad LadlSs dyneadl S3all (he 1832 1831
il Glaa) (g (dadll W Qi) ) aial) olatly dapall jualic: Jilgh Jadll Sy
CAagall oda b sl e Caley A

e ast Sladl dadlly Aime iy alall (L Sladl aadl Glaoelly e
S ) Sl ale Gapeaty o cang G Cangy )05 aled) tlaas i Cpeaic
o )ie¥) dae @ally alall 450al) Al il LAl Gty Cumy Al Gl Lo a5ty )
A paiing dapall Cuay o g Al caghll 5 dapall Lalall GV Al
DADE (lUae
(Al L) Jad e s1aie¥) Jaa cilaglaal) ol Aladl ale o aslal) )
P gSile il A las Bhed Jik A0l Slad) ale 1 S Callaal)
pAgjadll L) clllay ) A sl callaall

D e sliieY) cualy A 3all Eyagas Alall als 1Y) qllaal)

Jo¥) llaal)
ale oo qual i) Gl gadse lall ale
(Aladl) Jhad) Jad Ga s 1ais) Jaa clagleall ol Slad) ale e asti))
OO JUIK Y RPN
Jaa clagleall b alall " plaie¥) Jaa Gal) godasar Al ale 5y :JY) gA
Al Bl ¢ )aisY)

: dagall L slueY) Jae Gall padage; Jgall gdal xS g8

Dty ol il (1)
Spencer Simon, OP. CIT. , p :312 .
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H. Marshall Jarrett , Director, EOUSA , Cameron G. Chandler Director, OLE and etc. ,
OP., CIT., p:178 .
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See : United States v. Genovese, 409 F. Supp. 2d 253, 258 (S.D.N.Y. 2005)
(discussing circumstances that would indicate that EEA defendant knew the
information was proprietary).

sy glay il (1)
See : UNITED STATES of America v. David T. KRUMREI , United States Court of
Appeals, Sixth Circuit , Argued June 7, 2001 , Decided and Filed July 26, 2001. 258
F.3d 535 (2001) .
https://www.leagle.com/decision/2001793258f3d5351742
See : United States v. Roberts , No. 3:08-CR-175, 2009 WL 5449224, at *7 (E.D.
Tenn. Nov. 17, 2009) un published . " holding that a defendant must know that the
information he or she seeks to steal is proprietary, meaning belonging to someone
else who has an exclusive right to it, but does not have to know that it meets the
statutory definition of a trade secret ' .

Ethan A. Brecher, OP. CIT. , p : 7. Dty ol il (1)
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United States v. Genovese, 409 F. Supp. 2d 253 (S.D.N.Y. 2005)
https://www.courtlistener.com/opinion/2404806/united—states-v—genovese/

sy lag (')
Thomas Dougherty : ' Common Defenses in Theft of Trade Secret Cases " UNITED
STATES ATTORNEYS' BULLETIN " United States Department of Justice , Executive
Office for , United States Attorneys Washington, DC 20530 " November 2009 ,
Volume 57 , page : 28-29.
https://www.justice.gov/sites/default/files /usao/legacy/2009/12/10/usab5705.pdf

Charles Doyle OP. CIT. , page : 6.

ally lag (r)
United States v. Chung, 633F. Supp. 2d 1134, 1143 (C.D. Cal. 2009), aff’d, 659F.3d
815 (9th Cir. 2011) .
" The Government argues that it does not, and therefore it does not have to prove that
Mr. Chung knew that the information he possessed was a trade secret. Mr. Chung
contends that the Government must prove that he had such knowledge " .

https://www.courtlistener.com/opinion/614210/united-states-v-chung/
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Charles Doyle , OP. CIT. , page : 6. sty ol il (1)
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Brian L. Levine & Timothy C. Flowers : " Your Secrets Are Safe With Us : How
Prosecutors Protect Trade Secrets During Investigation and Prosecution ' AMERICAN
JOURNAL OF TRIAL ADVOCACY 2015, vol. 38 , pages : ( 461-483 ) , page :476.
https://www.justice.gov/criminal-ccips/file/640271/download

sy lag (')
United States v. Roberts, No. 3:08-CR-175, 2009 WL 5449224, at *7 (E.D. Tenn.
Nov. 17, 2009) un published (holding that “a defendant must know that the
information he or she seeks to steal is proprietary, meaning= =belonging to someone
else who has an exclusive right to it, but does not have to know that it meets the

statutory definition of a trade secret”) .

Brian L. Levine & Timothy C. Flowers , OP. CIT. , page :476.
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Pt ol il (1)
United States v. Genovese, 409 F. Supp. 2d 253 (S.D.N.Y. 2005)
https://www.courtlistener.com/opinion/2404806/united—states-v—-genovese/
Ethan A. Brecher , OP., CIT. , p : 4. Dty ol il (1)
Ethan A. Brecher , OP., CIT. , p : 7. Pt ol il (7)

sl ol i (*)
Charles Doyle : ' Cyber crime : An Overview of the Federal Computer Fraud and
Abuse Statute and related fedral criminal laws ' congressional research service ( CRS)

report for congress , December 27, 2010, p : 26 -27.

See : USDOJ Manual at IV.B.5.b. p. 155.

" The government also need not prove that the employee acted out of malice or evil
intent . Rather, the government need show " merely that the actor knew or was aware
to a practical certainty that his conduct would cause some disadvantage to the
rightful owner." H.R. Rep. No. 104-788, at 11-12 (1996), reprinted in 1996
USCC.A.N. 4021, 4030. See also USDOJ Manual at IV.B.5.b. p. 155.
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H. Marshall Jarrett , Director, EOUSA , Cameron G. Chandler Director, OLE and etc. ,
OP., CIT., p:178 .
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See : Spencer Simon , OP. , CIT. , p :312.
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H. Marshall Jarrett , Director, EOUSA , Cameron G. Chandler Director, OLE and etc. ,
OP., CIT., p:183 .
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See : Robin L. Kuntz : ' How Not to Catch a Thief : Why the Economic Espionage Act
Fails to Protect American Trade Secrets " Berkeley Technology Law Journal 2013 ,
Volume, pages : ( 901- 933 ), p: 919-920 .
https://scholarship.law.berkeley.edu/cgi/viewcontent.cgi?article=1995&context=btlj
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See : Economic Espionage and Trade Secret Theft : Are Our Laws Adequate for
Today’s Threats?: Hearings Before the Senate Judiciary Commission Subcommittee
. on Crime and Terrorism , 113th Cong. 2d Session . (2014) (statement of Randall C.
Coleman, Assistant Director, Counterintelligence Division, FBI).
https://www.judiciary.senate.gov/hearings/watch?hearingid=344BFF76-5056-A032-
5262-3AE3264B9968
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See : H. Marshall Jarrett , Director, EOUSA , Cameron G. Chandler Director, OLE and

etc. , OP., CIT., p:183 .

See : Brian T. Yeh , OP. CIT. , P : 8.

Robin L. OP. CIT. , p: 915-916 . st olay sl (’)
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UNITED STATES v. HANJUAN JIN No. 12-3013 , September 26, 2013.

United States Court of Appeals, Seventh Circuit.

https://caselaw.findlaw.com/us-7th—circuit/1645240.html
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See : Brian T. Yeh , OP. CIT. ,P:9.
See : Economic Espionage and Trade Secret Theft : Are Our Laws Adequate for
Today’s Threats?: Hearings Before the Senate Judiciary Commission Subcommittee
. on Crime and Terrorism , 113th Cong. 2d Session . (2014) (statement of Randall C.

Coleman, Assistant Director, Counterintelligence Division, FBI).
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See : Thomas Reilly : Economic Espionage Charges Under Title 18 U.S.C. § 1831:
Getting Charges Approved and The ' Foreign Instrumentality’ Element , UNITED
STATES ATTORNEYS' BULLETIN " United States Department of Justice , Executive
Office for , United States Attorneys Washington, DC 20530 ' November 2009 ,
Volume 57 , page : 25 .
https://www.justice.gov/sites/default/files /usao/legacy/2009/12/10/usab5705.pdf
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Report of HOUSE OF REPRESENTATIVES , N:104-788 , 2d Session , 104th
Congress , U.S. Congress , Washington , DC , September 16 , 1996.

https://www.congress.gov/congressional-report/104th-congress/house-report/788/1

See : USDOJ Manual at IV.B.5.b. p. 155.

" The government also need not prove that the employee acted out of malice or evil
intent . Rather, the government need show " merely that the actor knew or was aware
to a practical certainty that his conduct would cause some disadvantage to the
rightful owner." H.R. Rep. No. 104-788, at 11-12 (1996), reprinted in 1996
USCC.A.N. 4021, 4030. See also USDOJ Manual at IV.B.5.b. p. 157.

See : Charles Doyle : ' Stealing Trade Secrets and Economic Espionage : An
Overview of the Economic Espionage Act ' Congressional Research Service , August
19, 2016, page : 5 .

https://fas.org/sgp/crs/secrecy/R42681.pdf

This section “does not require the government to prove malice or evil intent, but
merely that the actor knew or was aware to a practical certainty that his conduct

would cause some disadvantage to the rightful owner”.
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H. Marshall Jarrett , Director, EOUSA , Cameron G. Chandler Director, OLE and etc. ,
OP., CIT., p:183 .
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United States v. Martin, 228 F.3d 1, 12 (1st Cir. 2000)
https://casetext.com/case/us-v-martin-155
" A reasonable jury could have found that Martin intended to use the information
gained from Camp, particularly information on IDEXX's costs and customer
dissatisfaction with IDEXX, to create a more successful competitor with greater

capability to injure IDEXX " .
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See : United States v. Yihao Pu, 814 F.3d 818, 828 (7th Cir. 2016).
" government does not have to prove that the owner of the trade secret actually lost
money because of the theft "
https://caselaw.findlaw.com/us-7th—circuit/1727306.html
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Mark L. Krotoski,OP. CIT. page : 6 .
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Charles Doyle : Extraterritorial Application of American Criminal Law , September 10,
2007, p: 2.
https://www.hsdl.org/?view&did=478986
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Charles Doyle : Extraterritorial Application of American Criminal Law , September 10,

2007 , p: 21 .



Spa¥) sl Lpall) Tae o) e 4K 5aY1 sastall il Llall daSaall e il

= S]] Jal o8 A whall e (Siyel) ) Gilay oluafiags s Tase 5o
@b Gl (58 (g alell Tasall 138 pgm 3 = £S5 sasiall LN ol
o SV Y1 20 Cardly e diaseaty Aapaall Jladl) A8S e <)

dgalsals ledal e LBy Genadll (8lE jua Al GhlieY) e pa A Al e
i) e (g sl 1 8 Apylanll 5l 8 s salia®y) Guaill 3yl laladl)
O Sl O e S5V saniall sl ll] A adi lly diagaal g dajaal)
S aie OIS S dasidl Gl Al ddeay aiie o Glalse G 0l 001 Lle
sine Jldl 4 ciina o 0 L8500 sl S (gl sy ol (LS ] 4S5
iSlae (Say elld gpm b asiall WYl Jalh dagpal) QISY Alge o Baclus
O Cangar el DY) Ay (a8 Gunadll wiha b (shasiy pdl calaY)
) e il sl 6 cai ) sae Lsall 5l 8iaadl Jlad¥ ) asl () Ll S5aY)

Slilee 4 L Gl 498 5| 0uSpaY) e (e padisidaysi 13 dlld (e Sl e
M Apial duswge o 4S50 am Agylat el A Jleel 8 saaial) ¥ Jals dlas
LYl al) Jaa sl et Jladl A 20 5 Y Lallda (g aliai@Y) (il () 5il8 \gile Bulaly
) L&Y sl

st olay il (1)
Rochelle Cooper Dreyfuss , OP. CIT. , p :26-27 .
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Charles Doyle : ' Stealing Trade Secrets and Economic Espionage : An Overview of
the Economic Espionage Act ' Congressional Research Service , August 19, 2016 ,
page : 12-13 .
https://fas.org/sgp/crs/secrecy/R42681.pdf
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J. Patrick Huston ' Winning Cases Under The Defend Trade Secrets Act ' The Bar
Association of San Francisco , Intellectual Property Section , October 5, 2017 , p: 44
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Panera , LLC v. Nettles, 2016 U.S. Dist. LEXIS 101473 (E.D. Mo. Aug. 3,
2016). UNITED STATES DISTRICT COURT EASTERN DISTRICT OF MISSOURI
EASTERN DIVISION .
https://casetext.com/case/panera—lic-v-michael-r-nettles—papa-johns-intl-inc
"Although the Court's analysis has focused on Panera's Missouri trade secrets claim,
an analysis under the Defend Trade Secrets Act would likely reach a similar

conclusion”
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==]18 U.S. Code § 1030 - Fraud and related activity in connection with computers
https://www.law.cornell.edu/uscode/text/18/1030

¢ Sigmall) ol qumlal) lluaal i) ciy il 368 b Ly (1)
the term “computer” means an electronic, magnetic, optical, electrochemical, or other
high speed data processing device performing logical, arithmetic, or storage
functions, and includes any data storage facility or communications facility directly
related to or operating in conjunction with such device, but such term does not
include an automated typewriter or typesetter, a portable hand held calculator, or
other similar device;

D pana qupmba prlluaal g pdl) Ciy il 285 o Lads (Y)
the term “protected computer” means a computer : (A) exclusively for the use of
a financial institution or the United States Government, or, in the case of
a computer not exclusively for such use, used by or for a financial institution or the
United States Government and the conduct constituting the offense affects that use
by or for the financial institution or the Government;

(B) which is used in or affecting interstate or foreign commerce or communication,
including a computer located outside the United States that is used in a manner that

affects interstate or foreign commerce or communication of the United States;
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The term “financial institution” means :
an institution, with deposits insured by the Federal Deposit Insurance Corporation;
the Federal Reserve or a member of the Federal Reserve including any Federal
Reserve Bank; a credit union with accounts insured by the National Credit Union
Administration; a member of the Federal home loan bank system and any home loan
bank; any institution of the Farm Credit System under the Farm Credit Act of 1971; a
broker—dealer registered with the Securities and Exchange Commission pursuant to
section 15 of the Securities Exchange Act of 1934; the Securities Investor Protection
Corporation; a branch or agency of a foreign bank (as such terms are defined in
paragraphs (1) and (3) of section 1(b) of the International Banking Act of 1978); and
an organization operating under section 25 or section 25(a) 1 of the Federal Reserve
Act;

The term “financial record”:
means information derived from any record held by a financial institution pertaining
to a customer’s relationship with the financial institution

sty olay (v)



claiagly Bae A i) e Lese Cosulal) 138 (56K of >

Jslaay cilaglaall ) Ua laig ccilagleal) o Jgandl Jadll elld DA oo 2y of >
oo peanlly ) G 52 i€ ia Slagles A Us Slasleddly 5enialls canssf
e Sl doany Jall lajily S8 ghe iy lede @Y1 dmay $iah) Gilasleal)
s3a 8 Allia e Al A o (ol canln ) Ll ) et aghy o Cilasladll oa
Lahally g gal) as die i el CulS g lpm Aapall oda e cilayy . () dapal)
cOnstall MS o A e a3 Y sae el

: dagadl oda B Aygial) Mads el

gty el Jaad T2 L )l Gplail Gadiall (ahel dapall casif 13) >
) lasbeall a8 il el Gl o Aglhal) il gl o sasiall LY s
25 Y sdal Gaad) gl Aabal) (S5 Augiall (& ¢ Vs2 00 v slaty lgle Jpaanl)
- Ofiagiall DS ) Sl ead 0

DS 5 Gl sydic e 05 Y eaal Candl o Aahadl oSl Agial) 20 dgall Al A B
O siad)

& Al e gpaadl ey Asad) Algedl dSal PAY) axe ae 13

CAagall b sl Al GlSliad) sylias Gl (g gl

sy AdlSy Abjpually Guesnil) ¢ Agladll Jhel) Ales Jlae B Apigasty) AN Apan

Aaleiall ihall Jlae b Guals Lpeal Lpadyl) of As 5STY) AU Cajels 1 gAY glaicy)

o3t s s AN 2l e badiosall Gl alaY) a3y aalys Aplaill Ll e eluieYl

Lgulall 33621 (i cillee (e Aleaatiall Al (S anlsds (Jlai) Jilag o

Lilugl (e Aleasiall A1y dasia)l Gl¥sl) all) e ol Jsadll Jia sl e

Charles Doyle : "Senior Specialist in American Public Law ' : Cybercrime: A Sketch of
18 U.S.C. 1030 and Related Federal Criminal Laws , Congressional Research Service
October 15, 2014 ,p: 5.
https://fas.org/sgp/crs/misc/RS20830.pdf

Pl olay il (1)
H. Marshall Jarrett , Director, EOUSA , Cameron G. Chandler Director, OLE and etc ,
OP. CIT. , p:225 .
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Charles Doyle, OP. CIT. ,p: 5.
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H. Marshall Jarrett , Director, EOUSA , Cameron G. Chandler Director, OLE and etc ,
OP. CIT. , p:219-220 .
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United States v. Meng, No. CR 5:04-20216-JF (N.D. Cal. Aug. 29, 2007) .
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See : 18 U.S.C.§ 1341
https://www.law.cornell.edu/uscode/text/18/1341
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GVl b aaly JS Gkl Jaa 2l Guandl) (Y jsna JE palll 1B Sy Y oA i B Al
Svall 1 B Gald galadl a5 aded LAY Guailly Apladl) Jul) 4y
sl oz il (v)
Sami Azhari : A Summary of Federal Wire Fraud , JUNE 9, 2020 .
https://www.federalcriminallawyer.us/2020/06/09/a-—summary—-of-federal-wire—fraud/
sl olay i (*)
United States v. Martin, 228 F.3d 1,16-19 (1st Cir. 2000) (affirming mail and wire
fraud convictions for schemes to obtain confidential business information) .
sl olay il ()
Charles Doyle : Mail and Wire Fraud: A Brief Overview of Federal Criminal Law ,
Congressional Research Service , Updated February 11, 2019 ,p:29.
https://fas.org/sgp/crs/misc/R41930.pdf
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United States v. Greenwald
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Charles Doyle : Mail and Wire Fraud: A Brief Overview of Federal Criminal Law ,
Congressional Research Service , Updated February 11, 2019 ,p:29.
https://fas.org/sgp/crs/misc/R41930.pdf

ally olag (Y)
United States v. Greenwald, 479 F.2d 320 (6th Cir. 1973) . (original documents
containing trade secrets about fire retardation processes) .
https://casetext.com/case/united-states-v-greenwald

sty olay s (')
18 U.S. Code § 1838.Construction with other laws Except as provided in section
1833 (b) , this chapter shall not be construed to preempt or displace any other

remedies, whether civil or criminal, provided by United States Federal, State,
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commonwealth , possession , or territory law for the misappropriation of a trade
secret, or to affect the otherwise lawful disclosure of information by any Government
employee under section 552 of title 5 (commonly known as the Freedom of

Information Act).

(Added Pub. L. 104-294, title I, § 101(a), Oct. 11, 1996, 110 Stat. 3490;
amended Pub. L. 114-153, § 7(b), May 11, 2016, 130 Stat. 385.)
https://www.law.cornell.edu/uscode/text/18/1838
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PUBLIC LAW 112-269—JAN. 14, 2013 , 112th Congress , An Act To amend title 18,
United States Code, to provide for increased penalties for foreign and economic
espionage, and for other purposes.
https://www.congress.gov/112/plaws/publ269/PLAW-112publ269.pdf
il 13 A g sdiall @le a6 b Lady
PROTECTING U.S. BUSINESSES FROM FOREIGN ESPIONAGE. (a) FOR OFFENSES
COMMITTED BY INDIVIDUALS.—Section 1831(a) of title 18, United States Code, is
amended, in the matter after paragraph (5), by striking ‘‘not more than $500,000”
and inserting ‘‘not more than $5,000,000".
il 13 el e b Laddg (Y)
FOR OFFENSES COMMITTED BY ORGANIZATIONS.—Section 1831(b) of such title is
amended by striking ‘‘not more than $10,000,000°° and inserting ‘‘not more than==
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Be related to a product or service that is used or intended for
use in

==the greater of $10,000,000 or 3 times the value of the stolen trade secret to the
organization, including expenses for research and design and other costs of
reproducing the trade secret that the organization has thereby avoided’’.

Pl olay il (1)
Section 1832(a) of title 18, United States Code, is amended in the matter preceding
paragraph (1), by striking “~or included in a product that is produced for or placed
in" and inserting “"a product or service used in or intended for use in".
https://www.congress.gov/112 /plaws/publ236/PLAW-112publ236.htm
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Pty ol il (1)
PUBLIC LAW 114-153—MAY 11, 2016 DEFEND TRADE SECRETS ACT OF 2016 ,
114th Congress , p : 9 -10 .
( in section 1832(b), by striking ‘“$5,000,000" and inserting ‘‘the greater of
$5,000,000 or 3 times the value of the stolen trade secret to the organization,
including expenses for research and design and other costs of reproducing the trade
secret that the organization has thereby avoided’’) .
https://www.govinfo.gov/content/pkg/PLAW-114publ153/pdf/PLAW-114publ153.pdf

Pl olay kil (v)
John Cannan: A (Mostly) Legislative History of the Defend Trade Secrets Act of 2016,
LAW LIBRARY JOURNAL Vol. 109:3 [2017-19], pages : 363:386 , p: 380 .
https://www.aallnet.org/wp-content/uploads/2018/01/Vol-109-No-3-A-Mostly-
Legislative—History—of-the—Defend-Trade—Secrets—-Act—of-2016.pdf
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PUBLIC LAW 110-403—OCT. 13, 2008 PRIORITIZING RESOURCES AND
ORGANIZATION FOR INTELLECTUAL PROPERTY ACT OF 2008 ,p:9.
https://www.govinfo.gov/content/pkg/PLAW-110publ403/pdf/PLAW-110publ403.pdf
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PUBLIC LAW 114-153—MAY 11, 2016 DEFEND TRADE SECRETS ACT OF 2016 ,
114th Congress , p : 9 -10 .
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18 U.S. Code § 1836 a8 3alall Jsaeil jaa (g3lg — Defend Trade Secrets Act of 2016 —
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John Cannan , OP. CIT. , p: 369-370 .
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IN GENERAL.—AN owner of a trade secret that is misappropriated may bring a civil
action under this subsection if the trade secret is related to a product or service used
in, or intended for use in, interstate or foreign commerce.
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" The DTSA is the first federal law to create a private right of action for the
misappropriation of trade secrets. The DTSA was formally enacted on May 11, 2016 .
Now, the owner of a trade secret can bring a private cause of action in federal court
for trade secret misappropriation. Prior to the DTSA, such claims could only be
brought in state courts pursuant to a state's trade secrets statute. See, e.g.,
Pennsylvania's Uniform Trade Secrets Act” .
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Abstract :

Today, Many of big companies rely on confidential information”
trad secrets “ and unique inventions to stand out in the market, but many
legal and judicial systems still do not have enough laws to help these
companies protect their trad secrets .

The problem of economic espionage and theft of trade secrets in our
time is considered one of the most important problems that trouble
legislators in many countries, due to the fact that the protection of trade
secrets 1s viewed as a matter of national security for any country.

The increasing rates of economic espionage and theft of trade secrets

in any country would drain its ecomomy, For example, the losses of
American companies as a result of espionage and theft of trade secrets are
estimated between one and three percent of the local production of the
United States of America.
The US legislature at the federal level enacted the Economic Espionage
Act (EEA), published No. (104-294,110), and codified this legislation in
Section XVIII of the United States Code, Articles 18 U.S. Code §1831-
1839 . The matter did not stop there, but the legislative amendments to
this law continued by the American legislator to confront all aspects of
the attack on trade secrets.

Finally, it was amended by Law No. (L111-153) of the Defense of
Trade Secrets Law issued on May 11, 2016. This amendment included
articles18 U.S. Code §1832-1836, as well as Section 18 U.S. Code §1839,
meaning that it included most of the texts of the Economic Espionage
Law, and the main objective of issuing the Law for the Defense of Trade
Secrets was to further protect trade secrets by deciding the federal
jurisdiction in the crime of stealing trade secrets, as is the case with other
forms of intellectual property .

At the state level, the legislature try to combat the theft of trade
secrets, by trying to establish a unified legal system at the state level .

The Egyptian legislator issued the Intellectual Property Law No. 82 of
2002 to establish legal protection for all forms of intellectual property,
including undisclosed information, in Part Three of Articles (55) to (62).

Thus, the Egyptian legislator has taken a different direction from what
his American counterpart did. Which enacted a special federal legislation
regulating the protection of trade secrets from acts of espionage and theft,
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contenting itself with the provisions of the aforementioned Intellectual
Property Protection Law.

Within the framework of the provisions of this law, the Egyptian
legislator, as we have previously mentioned, did not put a specific
legislative definition of what is meant by trade secrets. Rather, he used
the expression of undisclosed information, and the beholder of this term
might think that the Egyptian legislator did not only mean trade secrets by
undisclosed information, but rather This term includes any confidential
information regardless of its nature, whether it is commercial, personal or
otherwise.

However, the Egyptian legislator specified in Article No. 55 of the
Intellectual Property Law the conditions that must be met by the
information in order for it to enjoy the legal protection prescribed for
undisclosed information. By reviewing these conditions, it becomes clear
to us that the Egyptian legislator means trade secrets by the undisclosed
information.

The first condition for the information to be considered as trade secrets
1s that it be classified as confidential ““ secrets “ ,The second condition
that must be met in undisclosed information is that it derives its
commercial value from being confidential. The expression “commercial
value” confirms this point .the third condition, The obligation of the legal
holder of this information to take the necessary and appropriate measures
to maintain its confidentiality and prevent its circulation by non-
specialists or its leakage to the public .

Finally ,This study aims to present the criminal protection of trade
secrets in the Egyptian and American laws.
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